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1 Security: Analyzing and model ing encry ption overhead for sensor network nodes 
Prasanth Ganesan, Ramnath Venugopalan, Pushkin Peddabachagari, Alexander Dean, Frank 
Mueller, Mihail Sichitiu 

September 2003 Proceedings of the 2nd ACM international conference on Wireless 
sensor networks and applications 

Full text available: ^.^112.5.1,57 .KB). Additional Information: tyJj.o:tation ( abstract, references, index feoi-s 

Recent research in sensor networks has raised security issues for small embedded devices. 
Security concerns are motivated by the deployment of a large number of sensory devices in 
the field. Limitations in processing power, battery life, communication bandwidth and 
memory constrain the applicability of existing cryptography standards for small embedded 
devices. A mismatch between wide arithmetic for security (32 bit word operations) and 
embedded data bus widths (often only 8 or 16 bits) combined ... 



Keywords: analysis, embedded systems, encryption overhead, model, sensor networks 



2 SPjNSism^ 111 

Adrian Perrig, Robert Szewczyk, J. D. Tygar, Victor Wen, David E. Culler 
September 2002 Wireless Networks, volume 8 issue 5 

Full text available: f&pdff2i 3.37 KB* Additjonal '^rmation: M citation, abstract, recces, dtinoa, index 
% ' terms 

Wireless sensor networks will be widely deployed in the near future. While much research 
has focused on making these networks feasible and useful, security has received little 
attention. We present a suite of security protocols optimized for sensor networks: SPINS. 
SPINS has two secure building blocks: SNEP and pTESLA. SNEP includes: data 
confidentiality, two-party data authentication, and evidence of data freshness. pTESLA 
provides authenticated broadcast for severely resource-constrained ... 

Keywords: MANET, authentication of wireless communication, cryptography, mobile ad hoc 
networks, secrecy and confidentiality, secure communication protocols, sensor networks 



3 SPINS: security protocols for sensor netowrks 

Adrian Perrig, Robert Szewczyk, Victor Wen, David Culler, J. D. Tygar 

July 2001 Proceedings of the 7th annual international conference on Mobile 
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computing and networking 

Full text available: « dcW242. 1 7 KB: Additional ,nformation: M citation, abstract, references, cjtinos, index 



terms 

As sensor networks edge closer towards wide-spread deployment, security issues become a 
central concern. So far, much research has focused on making sensor networks feasible and 
useful, and has not concentrated on security. 

We present a suite of security building blocks optimized for resource-constrained 
environments and wireless communication. SPINS has two secure building blocks: SNEP 
and &mgr;TESLA SNEP provides the following important baseline security primitives: Data 
confidentia ... 

A.su[V8y..MpIocessora 

Theo Ungerer, Borut Robic, Jurij Silc 

March 2003 ACM Computing Surveys (CSUR), Volume 35 issue l 

Full text available: ^£df(MQ,J.S.KBj Additional Information: Mixtion, ?;bs|rad, references, Index tercns 

Hardware multithreading is becoming a generally applied technique in the next generation 
of microprocessors. Several multithreaded processors are announced by industry or already 
into production in the areas of high-performance microprocessors, media, and network 
processors. A multithreaded processor is able to pursue two or more threads of control in 
parallel within the processor pipeline. The contexts of two or more threads of control are 
often stored in separate on-chip register sets. Unused i ... 

Keywords: Blocked multithreading, interleaved multithreading, simultaneous 
multithreading 



5 Embedded„a|^ 




network nodes:. .mo^ 

Ramnath Venugopalan, Prasanth Ganesan, Pushkin Peddabachagari, Alexander Dean, Frank 
Mueller, Mihail Sichitiu 

October 2003 Proceedings of the international conference on Compilers, architectures 
and synthesis for embedded systems 

Full text available: ^j?dg293 t 5£KB}. Additional Information: full. citation., abstrsd;, references, indexjerrns 

Recent research in sensor networks has raised issues of security for small embedded 
devices. Security concerns are motivated by the deployment of a large number of sensory 
devices in the field. Limitations in processing power, battery life, communication bandwidth 
and memory constrain the applicability of existing cryptography standards for small 
embedded devices. A mismatch between wide arithmetic for security (32 bit word 
operations) and embedded data bus widths (often only 8 or 16 bits) combi ... 

Keywords: embedded systems, encryption, security, sensor networks 



6 Energ y-aware design of embedded memories: A survey of technologies, architectures. §§| 
Luca Benini, Alberto Macii, Massimo Poncino 

February 2003 ACM Transactions on Embedded Computing Systems (TECS), volume 2 issue 
l 

Full text available: ^^g288 v 44„KB) Additional Information: fujj.c:Ration, gbstracj;, reMenSj&a, index terras 

Embedded systems are often designed under stringent energy consumption budgets, to 
limit heat generation and battery size. Since memory systems consume a significant 
amount of energy to store and to forward data, it is then imperative to balance power 
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consumption and performance in memory system design. Contemporary system design 
focuses on the trade-off between performance and energy consumption in processing and 
storage units, as well as in their interconnections. Although memory design is as ... 

Keywords: Embedded systems, embedded memories, integration, memories, nonvolatile, 
system-on-a-chip, volatile 



7 intrysion.d^ed^ 
]niection.attacks 

Elena Gabriela Barrantes, David H. Ackley, Trek S. Palmer, Darko Stefanovic, Dino Dai Zovi 
October 2003 Proceedings of the 10th ACM conference on Computer and 
communication security 

Full text available: «pt«160.71 KB: Additional Information: Mcitatjon, abstract., references, chinas. Index 
^ * * terms; 

Binary code injection into an executing program is a common form of attack. Most current 
defenses against this form of attack use a 'guard all doors' strategy, trying to block the 
avenues by which execution can be diverted. We describe a complementary method of 
protection, which disrupts foreign code execution regardless of how the code is injected. A 
unique and private machine instruction set for each executing program would make it 
difficult for an outsider to design binary attack code against ... 

Keywords: automated diversity, emulation, information hiding, language randomization, 
obfuscation, security 
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Mark Os'kin, Justin Hensley, Diana Keen, Frederic T. Chong, Matthew Farrens, Aneet Chopra 
November 1999 Proceedings of the 32nd annual ACM/IEEE international symposium on 
Microarchitecture 

Full text available: B — ^ ^ (fl 

^.PCLilj-^-AiB;..^- Additional Information: full citation, abstract, references, index terms 

This study compares the speed, area, and power of different implementations of Active 
Pages [OCS98], an intelligent memory system which helps bridge the growing gap between 
processor and memory performance by associating simple functions with each page of data. 
Previous investigations have shown up to 1000X speedups using a block of reconfigurable 
logic to implement these functions next to each sub-array on a DRAM chip. In this study, 
we show that instruction-level parallelism, n ... 

A.costrMfectK 

Garth A. Gibson, David F. Nag'le, Khalil Amiri, Jeff Butler, Fay W. Chang, Howard Gobioff, 
Charles Hardin, Erik Riedel, David Rochberg, Jim Zelenka 

October 1998 Proceedings of the eighth international conference on Architectural 

support for programming languages and operating systems, volume 32 , 33 

Issue 5 , 11 

Full text available: «sxaH 6? MB) Additional Information: rujl citation, abstract, references, drin S§ ., BdB 

This paper describes the Network-Attached Secure Disk (NASD) storage architecture, 
prototype implementations oj NASD drives, array management for our architecture, and 
three, filesystems built on our prototype. NASD provides scalable storage bandwidth 
without the cost of servers used primarily, for transferring data from peripheral networks 
(e.g. SCSI) to client networks (e.g. ethernet). Increasing datuset sizes, new attachment 
technologies, the convergence of peripheral and interprocessor switc ... 
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10 System^^^ 

NeTworks.of jn-My...^ 

H. Abrach, S. Bhatti, J. Carlson, H. Dai, J. Rose, A. Sheth, B. Shucker, J. Deng, R. Han 
September 2003 Proceedings of the 2nd ACM international conference on Wireless 
sensor networks and applications 

Full text available: * pdff424.53 KB; Additional ,nformation: fa » ci{atl ™ ' ^tM' tifioss. index 

* tejms 

The MANTIS Multimodal system for A/e7works of In-situ wireless Sensors provides a new 
multithreaded embedded operating system integrated with a general-purpose single-board 
hardware platform to enable flexible and rapid prototyping of wireless sensor networks. The 
key design goals of MANTIS are ease of use, i.e. a small learning curve that encourages 
novice programmers to rapidly prototype novel sensor networking applications in software 
and hardware, as well as flexibility, ... 

Keywords: GPS, dynamic reprogramming, lightweight, multimodal prototyping, operating 
systems, wireless sensor networks 



11 MSg-area^ 
constrain 

Ting Liu, Christopher M. Sadler, Pei Zhang, Margaret Martonosi 
June 2004 Proceedings of the 2nd international conference on Mobile systems, 
applications, and services 

Full text available: pdf ( 3 ; B }. Additional Information: Mi.SiMi9r>, abstract, references, Index tenris 

ZebraNet is a mobile, wireless sensor network in which nodes move throughout an 
environment working to gather and process information about their surroundings[10]. As in 
many sensor or wireless systems, nodes have critical resource constraints such as 
processing speed, memory size, and energy supply; they also face special hardware issues 
such as sensing device sample time, data storage/access restrictions, and wireless 
transceiver capabilities. This paper discusses and evaluates ZebraNet's syst ... 

Keywords: event handling, middleware system, network communications, operation 
scheduling, sensor networks 



12 Worknnrgrog^ 

Susan Cotterell, Frank Vahid, Walid Najjar, Harry Hsieh 

October 2003 Proceedings of the 1st IEEE/ACM/IFIP international conference on 
Hardware/software codesign & system synthesis 

Full text available: ^j.pd£433 J.9 KB). Additional Information: fyjLdiatjon, abstract, Menses, index teoTjs 

We describe our first efforts to develop a set of off-the-shelf hardware components that 
ordinary people could connect to build a simple but useful class of embedded systems. The 
class of systems, which we call monitor/control systems, is composed primarily of sensors - 
light, motion, sound, contact, and other types - and output devices - light-emitting diodes, 
beeping speakers, or even electric relays that control electric appliances like lamps. For 
example, one monitor/control system would det ... 

Keywords: embedded systems, intelligent homes, networks 



1 3 Logical. an&^ 

Cristiana Bolchini, Fabio Salice, Fabio A. Schreiber, Letizia Tanca 

July 2003 ACM Transactions on Information Systems (TOIS), volume 21 issue 3 
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hi ■ .. ^ Additional Information: full citation, abstract, references, chinas, index 
Full text available: t p l sof(l.1£ MB; ' ' 1 

The design of very small databases for smart cards and for portable embedded systems is 
deeply constrained by the peculiar features of the physical medium. We propose a joint 
approach to the logical and physical database design phases and evaluate several data 
structures with respect to the performance, power consumption, and endurance parameters 
of read/program operations on the Flash-EEPROM storage medium. 

Keywords: Design methodology, access methods, data structures, flash memory, personal 
information systems, smart card 



14 Embedded hardware design case studies: Design flow for HW/ SVV acceleration | 
transparent 

David Hwang, Bo-Cheng Lai, Patrick Schaumont, Kazuo Sakiyama, Yi Fan, Shenglin Yang, 
Alireza Hodjat, Ingrid Verbauwhede 

June 2003 Proceedings of the 40th conference on Design automation 

Full text available: ^pd£2i?0..89.KBj Additional Information: Mlcltation, sbstrsot, references, index ter^is 

This paper describes a case study and design flow of a secure embedded system called 
ThumbPod, which uses cryptographic and biometric signal processing acceleration. It 
presents the concept of HW/SW acceleration transparency, a systematic method to 
accelerate Java functions in both software and hardware. An example of acceleration 
transparency for a Rijndael encryption function is presented. The embedded prototype 
hardware platform is also described. Acceleration transparency yields software and ... 

15 Heap.com^ | 
G. Chen, M. Kandemir, N. Vijaykrishnan, M. J. Irwin, B. Mathiske, M. Wolczko 

October 2003 ACM SIGPLAN Notices, Proceedings of the 18th ACM SIGPLAN 

conference on Object-oriented programing, systems, languages, and 

applications, Volume 38 Issue 11 

Full text available: 1^2. 14 fvlB) Additional ,nformation: f^sMim j&stact, refers, cife jnd M 
^ v * terms 

Java is becoming the main software platform for consumer and embedded devices such as 
mobile phones, PDAs, TV set-top boxes, and in-vehicle systems. Since many of these 
systems are memory constrained, it is extremely important to keep the memory footprint of 
Java applications under control. The goal of this work is to enable the execution of Java 
applications using a smaller heap footprint than that possible using current embedded 
JVMs. We propose a set of memory management strategies to reduce h ... 

Keywords: Java virtual machine, garbage collection, heap, memory compression 
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Johannes Helander, Alessandro Forin 

September 1998 Proceedings of the 8th ACM SIGOPS European workshop on Support 
for composing distributed applications 

Full text available: ^pdfQ.GlMB}. Additional Information: Ml .citation, citings, index.terms 
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Garth A. Gibson, Jeffrey Scott Vitter, John Wilkes 

December 1996 ACM Computing Surveys (CSUR), volume 28 issue 4 
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1 8 Mlfir^rcce^ 

C. Dwayne Ethiridge 

April 1980 ACM SIGCAS Computers and Society, volume 10 issue 3-4 

Full text available: ^£:dft§86- 50.KB ) Additional Information: MLsMttori, abstract, roief^nces 

Microprocessors in the nuclear industry, particularly at the los Al amos Scientific Laboratory, 
have been and are being utilized in a wide variety of applications ranging from data 
acquistion and control for basic physics research to monitoring special nuclear material in 
long-term storage. Microprocessor systems have been developed to support weapons 
diagnostics measurements during undergorund weapons testing at the Nevada Test Site. 
Multiple single-component microcomputers are now controlling ... 

19 Special, session 

Shuang Liu, Olga V. Gavrylyako, Phillip G. Bradford 

April 2004 Proceedings of the 42nd annual Southeast regional conference 

Full text available: .pdg51.Q-.44 KB}. Additional Information: M.c!iayM, abstract, reM^n££s?. 

Sensors are tiny computers with limited computational capability and physical resources. 
The implementation of secure protocols for sensor network is a big challenge. In order to 
provide high security for sensor networks, it is very important to choose a small, efficient 
and effiective encryption algorithm as a security primitive. The TEA (Tiny Encryption 
Algorithm) is an efficient algorithm that requires little memory and resources. These 
features make the TEA a good candidate for security mech ... 

Keywords: TEA, TinyOS, motes, security, sensor network 



20 infojiDatl^ 

Joe Loughry, David A. Umphress 

August 2002 ACM Transactions on Information and System Security (TISSEC), Volume 5 

Issue 3 

Full text available: ^.pdf(382,77 KB). Additional Information: fvjHcitatjon, abstract, refeje&ces, index terms 

A previously unknown form of compromising emanations has been discovered. LED status 
indicators on data communication equipment, under certain conditions, are shown to carry 
a modulated optical signal that is significantly correlated with information being processed 
by the device. Physical access is not required; the attacker gains access to all data going 
through the device, including plaintext in the case of data encryption systems. Experiments 
show that it is possible to intercept data under ... 

Keywords: COMINT, COMSEC, EMSEC, SIGINT, TEMPEST, communication, compromising 
emanations, covert channel, encryption, fiber optics, information displays, light emitting 
diode (LED) 
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1 Utility load management using home automation 

Wacks, K.P.; 

Consumer Electronics, IEEE Transactions on , Volume: 37 , Issue: 2 , May 19 
Pages: 168 - 174 

[Abstract! [PDF Full-Text (484 KB)] ieeejnl 

2 A new access persistence control mechanism at MAC level for data 
wireless cellular networks 

Ajib, W.; Godlewski, P.; 

Personal, Indoor and Mobile Radio Communications, 2000. PIMRC 2000. The 
IEEE International Symposium on , Volume: 2 , 18-21 Sept. 2000 
Pages:1180 - 1184 vol.2 

JAbstractJ. IPDF„Fujl : Text.l408.K ieee cnf 

3 A protocol for cellular radio signaling channels carrying data and hi 
priority accessing requests 

Liu, M.; Papantoni-Kazakos, P.; 

Communications, IEEE Transactions on , Volume: 41 , Issue: 4 , April 1993 
Pages:570 - 582 



[Abstract! fPDF Full-Text (1172 KB)1 ieeejnl 



4 A proposal of an access persistence protocol over data wireless 
networks 

Ajib, W.; Godlewski, P.; 

Performance, Computing, and Communications Conference, 2000. IPCCC '00. 
Conference Proceeding of the IEEE International , 20-22 Feb. 2000 
Pages: 1 - 7 
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5 Access priority schemes in UMTS MAC 

Chuah, M.; Zhang, Q.; Yue, 0.; 

Wireless Communications and Networking Conference, 1999. WCNC. 1999 
IEEE , 21-24 Sept. 1999 
Pages:781 - 786 vol.2 

[Abstract! [PDF Full-Text (412 KB)] ieeecnf 



6 Aggressive handover algorithm for mobile networks 

Zeghlache, D.; 

Vehicular Technology Conference, 1994 IEEE 44th , 8-10 June 1994 
Pages:87 - 90 vol.1 

[Abstract! [PDF Full-Text (336 KB)] ieee cnf 



7 Contention resolution in random-access wireless networks based oi 
orthogonal complementary codes 

Xiaohua Li; 

Communications, IEEE Transactions on , Volume: 52 , Issue: 1 , Jan. 2004 
Pages :82 - 89 

[Abstract] lPDF.Fujl-Iexti2.72„ KB)], ieee jnl 



8 CESM-a new category of radar ECCM 

Johnston, S.L; 

Aerospace and Electronic Systems, IEEE Transactions on , Volume: 31 , Issue 
2 , April 1995 
Pages:854 - 857 

[Abstract] [PDF Full-Text (364 KB)] ieee jnl 



9 A model for evaluation and administration of security in object-orie 
databases 

Fernandez, E.B.; Gudes, E.; Haiyan Song; 

Knowledge and Data Engineering, IEEE Transactions on , Volume: 6 , Issue: 
2 , April 1994 
Pages:275 - 292 

[Abstract] fPDF Full-Text (1508 KB)] ieee jnl 



io An extended capability architecture to enforce dynamic access con 
policies 

I- Lung Kao; Chow, R.; 

Computer Security Applications Conference, 1996., 12th Annual , 9-13 Dec. 1 
Pages: 148 - 157 

[Abstract] [ PDF Full-Text (864 KB)] ieee cnf 



ii Injecting single event upsets in a digital signal processor by mean; 
direct memory access requests: a new method for generating bit flips 



http://ieeexplore.ieee.org/search/searchresultj sp?SortField=Score&SortOrder= : desc&ResultC... 8/16/04 



Search Results 



Page 3 of 3 
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Conference on , 10-14 Sept. 2001 

Pages:248 - 252 

lAbstractl IPQF„Fujl-^ ieee cnf 



12 Application of a managed workflow concept to planning and schedi 
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Piorkowski, J.; Hannan, D.; Cooper, B.; 

Military Communications Conference Proceedings, 1999. MILCOM 1999. 
IEEE , Volume: 2 , 31 Oct.-3 Nov. 1999 
Pages:874 - 877 vol.2 

fAbstractl [PDF Full-Text (436 KB )1 ieee cnf 



13 An empirical study of admission control strategies in video servers 

Tzli-Cker Chiueh; Vernick, M.; 

Parallel Processing, 1998. Proceedings. 1998 International Conference on , 1( 
Aug. 1998 
Pages:313 - 320 

[Abstract! [PDF Full-Text (220 KB)1 ieee cnf 



14 Multiplexing protocol for the WACS system broadcast channel 

Harasty, D.J.; Noerpel, A.R.; 

Universal Personal Communications, 1993. 'Personal Communications: Gatew 
the 21st Century'. Conference Record., 2nd International Conference on , Vol 
2 , 12-15 Oct. 1993 
Pages:580 - 584 vol.2 

lAbstractl [PDF.FuJbXext.1460.KBll ieee cnf 
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Bhattacharya, A.; Rao, R.R.; Lin, T.T.Y.; 

Parallel Processing Symposium, 1993., Proceedings of Seventh International , 
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[Abstract! fPDF Full-Text (388 KB VI ieee cnf 
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... IN/OUT1 (3) V CC Cryptoprocessor Block (1) ... Addressing Mode The AT90SC AVR RISC 
microcontroller supports powerful ... access to program and data memory: • Direct I ... 

vw»v.atmel.com/3tmef/acrobat/1 065s.pdf -■ Sjm|fer pages 

Atmei Corporation - Corporate Overview 

... high-performance, high-precision analog blocks (notably ADCs ... bit microcontroller 
core with Flash memory or ROM ... which integrate ARM microcontroller onto Atmel ... 
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